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AGENDA

• Privacy in the United States
• Privacy around the world
• What's in store for the future?
• Questions

Global Context

By 2023

65%
Of the world will have personal
data covered under modern privacy
regulation

Source: Gartner

https://chimkan.com/summary-of-consumer-digital-privacy-protections-in-the-eu-canada-and-the-us/

United States - Privacy for 2021
Types of Privacy Regulation
• Comprehensive – State Level
• Industry/Sector
• Healthcare - HIPAA
• Finance and Credit – GLBA, FCRA
• Education – FERPA, GLBA
• Marketing - TCPA
• Groups
• Children - COPPA

Asia Pacific Cross-Boarder
Privacy Rules System – APEC
CBPR

Types of Regulation

Explicit
Vs.

Principles

Passage of California Proposition 24
Requires Business to:
CCPA
California Consumer
Privacy Act 2018

CPRA
California Privacy Rights
Act 2020

•

Passed by 56%

•

Amends CCPA

•

Creates the California Privacy Protection Agency

•

•

Enforcement

•

Rulemaking

•

Promoting public awareness

Key Changes
•

Prohibition of profiling (like GDPR)

•

Higher penalties for violations

•

Introduction the principle of data minimization and storage
limitation (like GDPR)

•

Not share consumer’s personal
information upon the consumer’s request

•

Provide consumer with an opt-out option
for having their sensitive PI used or
disclosed for advertising or marketing

•

Obtain permission before colleting data
from consumers who are younger than 16

•

Obtain permission from a parent or
guardian before collecting data from
consumers who are younger than 13

•

Correct a consumer’s inaccurate person
information upon the consumer’s request

CCPA/CPRA
Enforcements:
• Comes into effect on 1 January 2023
• Will apply to personal information collected after 1
January 2022
Thoughts:
• Brings CCPA into alignment with GDPR and other
international regulations
• First US regulation that might be considered “adequate”
by the EU
• First US regulation with an imbedded (and well funded)
enforcement organization
• Future of US regulations…

Other Key State
Understand which regulations are
relevant to your business and design
a holistic privacy program to address
your requirements.

EU - GDPR
•

Enforcements and fines are increasing

•

EU and UK reached an interim data flow
agreement – 6-month grace period on
cross boarder transfers to obtain
adequacy finding

•

EU proposed Digital Services Act –
Transparency in digital advertising

EU – Digital Services Act
“Ensuring a safe and accountable online environment”
Goals:
• Better protect consumers and their fundamental rights
online
• Establish a powerful transparency and clear accountability
framework for online platforms
• Foster innovation, growth and competitiveness within the
single market
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Canada
• Federal (Public and Private) and Provincial Regulation
(Alberta, BC, Quebec)
• Consent based
• DPO/Privacy Officer Required
• Adequacy with GDPR
• Bill C-11
• Modernization of PIPEDA into a right-based
foundation
• Increased enforcement mechanisms
• Empowering the OPC to make binding orders
• Impose penalties for non-compliance (3% or $10m to
5% or $25m)
• Allowing OPC to carry out proactive inspections

Australia
OAIC releases review of the Privacy Act with
recommendations:
• Amending the Australian Privacy Principle ('APP')
code framework to provide the Commissioner with
greater flexibility and discretion to develop APP codes
• Removing the small business, employee records, and
political party exemptions
• Strengthening notice and consent requirements
• Introducing fairness and reasonableness obligations
into APPs 3 and 6
• Amending APP 1 to include express accountability
requirements for all regulated entities

• Addressing issues with the extraterritoriality of the
Privacy Act
• Ensuring that the direct right of action is not limited
to 'serious' breaches of the Privacy Act or APPs
• The introduction of a statutory tort that can respond
to a wide range of serious invasions of privacy

New Zealand
Privacy Act 2020 Repeals and replaces the 1993 regulation:
• Mandatory data breach reporting obligations
• New criminal offense for misleading an agency in order
to access someone else's personal information

• Compliance notices which can be issued by the OPC to
businesses or organizations to either require them to do
something, or cease doing something
• Enforceable access directions which can be issued by the
OPC to direct a business or organization to confirm
whether they hold personal information about an
individual and to provide the individual with access to
that information
• New information privacy principle 12, under which an
organization or business may only disclose personal
information to an agency outside of New Zealand if the
receiving agency is subject to similar safeguards to those
in the Act
• Expanded extraterritorial scope, encompassing overseas
businesses or organizations that 'carry on business' in
New Zealand even if they do not have a physical
presence in the country

TIM COOK
KEYNOTE: EUROPEAN DATA PROTECTION SUPERVISOR
“We at Apple believe that privacy is
a fundamental human right.”
Four Essential Rights
1. The right to have personal data minimized
2. The right to knowledge
3. The right to access
4. The right to security
“We at Apple are in full support of a comprehensive
federal privacy law in the United States.”
https://www.youtube.com/watch?v=kVhOLkIs20A&feature=emb_logo
https://www.computerworld.com/article/3315623/complete-transcript-video-of-apple-ceo-tim-cooks-eu-privacy-speech.html

2021 Predictions

Its all about MORE…
Enforcement

Privacy
Lawsuits

Scrutiny on
Automated
Process and AI

Cautious Users

Alignment with
GDPR

New International
Regulations

Emphasis on Crossborder Transfers

Restrictions on
Biometrics and
Genetic Data

New
Comprehensive
State Regulations

Ideas for working
within this “new”
privacy
environment

• It is about consent
• Partnering
• Leverage organizations that already have
consent
• Imbedding your message

Discussion and Questions

How I can help…
• Understand your regulatory
environment – Don’t play whack-amole
• Pick a trusted privacy advisory Don’t recreate the wheel
• Pick a core privacy regulation – The
right foundation is key to success
• Build a sustainable privacy program Focus on “operationalization” your
program
• Leverage current program – Polices,
practices, culture, and education
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GDPR
Legal basis

Data must not be collected or processed unless there
is lawful reason:
• Data subject has given consent for a specific
purpose
• Processing is necessary for the performance of
a contract to which the data subject is a party
• Processing is necessary for compliance with
legal obligations
• Processing is necessary to protect vital
interests of the data subject or other natural
person
• Processing is necessary for the performance of
a task carried out in the public interest
• Processing is necessary for the purposes of
legitimate interests pursued by the controller

